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Introduction 
 
  If you’re in charge of managing the security system for a facility, 

then you’ve undoubtedly had your fair share of “Picasso moments.” 
That is, one or more security camera frames that should show 
well-defined images have been mysteriously transformed into 
something the Master himself would’ve been proud of. 

 
But what causes these episodes of ill-defined imagery? Suffice it to 
say that more than one system operator has been fooled into 
thinking that a CBR (constant bit rate) configuration provides 
consistently good image streams in limited bandwidth 
environments. The reality is more complex. When an IP camera 
tries to force too many packets over the network, extreme packet 
loss can occur, and it’s more apt to occur when there is a flurry of 
activity. 

The problem is this: If your system experiences too many such 
“Picasso moments,” the day may come when you cannot provide 
authorities with the images they need to determine who broke into 
your facility. In this paper we explain what causes video images to 
become corrupted, and describe the solution Moxa provides to 
avoid the problem. 
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What Causes Packet Loss? 
 
  If your security system has several cameras all vying for the same 

bandwidth—which could also be shared by other network traffic—
then packet loss can occur when one or more of the cameras 
transmits complex images. 

Normal security camera operation can be interspersed with bursts 
of intense activity during which the camera is required to process 
extra-complex images, resulting in a surplus of packets that flood 
the network. This behavior is particularly obvious in Fig. 1, which 
shows several peaks near or over 50 Mbps during a short time 
interval. 

To illustrate, suppose you have 10 cameras operating 
simultaneously on a 100 Mbps network. If the cameras need to 
transmit video streams at greater than 50 Mbps and at the same 
time—which could happen if the cameras are recording different 
angles of the same event—then your 100 Mbps network will simply 
say “no thanks” to some of the packets and continue along its 
merry way. 

 

 
Fig. 1: In this example, the instantaneous bit rate over  

millisecond-level time intervals exceeds 50 Mbps. 
 
CBR vs. VBR 
 
  MPEG-4 and H.264 give users a choice between CBR (constant bit 

rate) and VBR (variable bit rate). Deciding which encoding to use 
depends on the type of network you’re using, as well as your 
application. 

CBR is often used with security systems that have limited 
bandwidth. In this case, the bit rate is fixed at a value the network 
can accommodate. The drawback of CBR is that when the motion 
picks up, the amount of data that should be transmitted cannot be 
transmitted, leading to dropped packets and blurry images. 

VBR is often used with security systems that have access to 
relatively large amounts of bandwidth, and are frequently required 
to transmit high motion scenes. In this case, an average bit rate is 
specified, and the video system endeavors to maintain a fixed 
image quality by varying the rate at which image data is 
transmitted. 

 

 
Fig. 2: CBR vs. VBR. 
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The CBR Myth 
 
  Since surveillance camera images are streamed over a network, it 

certainly makes sense to configure the cameras to use CBR 
(constant bit rate), which requires setting the maximum bit rate (5 
Mbps, for example). However, don’t make the mistake of assuming 
that CBR can always guarantee good image transmission in a 
limited bandwidth environment. 

With CBR, video streams are downsized to match whatever 
maximum bit rate was configured by the operator. When there is 
minimal activity, such as when the camera continuously transmits 
essentially the same image, the sequence of images at the 
receiving end will be of high quality. But when there is a lot of 
motion, as would be the case when one or more intruders enter 
the scene, the quality of the images suffers. 

 

 
Fig. 3: Although CBR looks steady over a long time interval, over a short interval  

the behavior can be much more erratic. 
 

 
Fig. 4: Erratic bit streams result in dropped packets,  

degrading video images beyond recognition. 
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  Although one could modify the CBR configuration to a higher 
maximum bit rate, doing so would put a real strain on the available 
bandwidth. The question then becomes: Can we augment the CBR 
methodology in such a way that packet loss is minimized, without 
compromising the network’s ability to provide reliable operation for 
all network devices and users? 

 
Moxa CBR Pro™: Flow Control to the Rescue 
 
CBR Pro™ appears to 
sense when the number 
of packets is so great 
that packet loss will 
occur. 

 Although it may be obvious that some type of flow control is what’s 
needed to smooth out CBR packet transmissions, exactly how to 
effect such a scheme may not be so obvious. 

Simply put, the CBR Pro™ flow control algorithm stuffs all of the 
packets into a buffer, and then divvies them out at regular time 
intervals, and in quantities that match the configured maximum bit 
rate. In effect, the algorithm appears to sense when the number of 
packets is so great that packet loss will occur, and then modifies 
the transmission scheme to preserve image quality. 

The benefit to security personnel is that so-called “Picasso 
moments” are kept to a minimum, and the vast majority of 
transmitted images will be available for future reference. 

Let’s compare instantaneous bit rate graphs for “CBR only” and 
“CBR Pro™” transmissions. The difference is striking: 

• With “CBR only” (Fig. 5), the instantaneous bit rate graph is 
peppered with spikes of furious packet transmission 
activity. 

• With “CBR Pro™” (Fig. 6), the instantaneous bit rate graph 
shows well defined, regularly spaced packet transmissions. 

 

 
Fig. 5: “CBR only” instantaneous bit rate graph. 

 

 
Fig. 6: “CBR Pro™” instantaneous bit rate graph. 
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Disclaimer 

This document is provided for information purposes only, and the contents hereof are subject to change without 
notice. This document is not warranted to be error-free, nor subject to any other warranties or conditions, whether 
expressed orally or implied by law, including implied warranties and conditions of merchantability, or fitness for a 
particular purpose. We specifically disclaim any liability with respect to this document and no contractual obligations 
are formed either directly or indirectly by this document. 
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Summary 
 
  Although it is common to use a CBR (constant bit rate) 

configuration for video cameras operating in a fixed bandwidth 
environment, doing so can degrade your video streams and result 
in the loss of evidence that would otherwise be available for crime 
scene investigations. One solution is to make use of a Moxa IP 
camera that supports CBR Pro™, which in effect senses when the 
number of packets is so great that packet loss will occur, and then 
evens out the image stream to preserve image quality. 

 
  


